GOVERNMENT OF NCT OF DELHI
PUBLIC WORKS DEPARTMENT
5™ LEVEL “B” WING
DELHI SECRETARIAT: NEW DELHI

No.F.10(6)/ PWD-I/Misc./2016/Vol-Iv/ {2 Y 0

To., /
The Engineer-in-Chief,

Public Works Department

‘Wﬂ‘i )158 8
R Cl\

Govt. of NCT of Delhi ml‘
MSO Building, iP Estate 2 :
New Delhi-110002 T (PR] T v
s (3r7Rum)
Sub: Forwarding of letters/orders/Circulars. o et
Sir, TG (97

Dated:

0n)-)

3/09

Please find enclosed herewith the copy of the followm;:, letters/circular/orders etc. with necessary

action as mentioned against them.

SL
No. | . I S
1:: Letter No.F.01/18/2005/DOV/14578-14581/2247 dated 06/09/2018 reccived
from Dy. Secretary (Vigilance), GNCTD, regarding forwarding of cve
| Circulars.

F. No. 1-13014/2/2015- i)wu!opmcnlﬂSgl 3665 dated 11/09/2018 received
from Spl. Secretary (1T), Department of Information Technology, GNCTD,
regarding General Guidelines for securing Identity information and Sensitive
personal data or information in compliance to Aadhaar Act, 2016 and
| _Information Technology Act, 2000.

3. Office order issued vide F.No. 2/559/2018/CT-II/GAD/9023 dated
10.09.2018 received from Spl. Secretary (GAD), Caretaking Branch GNCTD,
regarding stopping the misuse of Govt./Govt. Hired Pvt. Vehicles
U.O. letter No. minhealth/2018/7777-7792 dated 11/09/2018 received from
Secretary to Minister, PWD, regarding foreign visit of a delegation led by
| Hon’ble CM to Seoul (South Korea) from Scptember 11-15-2018.

5. | Advisory issued vide no. JLC/CLA/O11/Lab/2705 dated 07/09/2018 received
from Addl. Labour Commissioner, O/o The Secretary cum Labour
Commissioner GNCTD regarding deployment of contract Labour through
outsource agencies in various departments of GNCTD and other related
| issues, problems associated with contract Labour.

PUC No. and Subject

|

Encl: As above.

Remarks
For information and
compliance.
For information and
necessary action.
For information and
compliance and ATR
may be submitted.
For information.
For information and
compliance.

Yours Sincere

ly,

/[ (L.R, MEENA)
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Circular

GOVERNMENT OF NATIONAL CAPITAL TERRITORY OF DELHI

LEVEL-4 : C-|

{P[RECTORATE OF VIGILANCE}
W]ING: DELHI SECRETARIAT: NEW DELHI-110002

(Phone No. 23392257 & Fax No. 23392354/23392353)

No.F.01/18/200

To

All Departments
New Delhi/Delhi.

Subject: Forwarding of CVG

Sir/Madam

78 3\ ’fszl)J\C:T"

he Pr. Secretary ukSccretary /Head of Department(s),

Dated: g [ a l 3

PLYSY ST oy
der Govt. of NCT of Delhi, 2 s Atdn g
"I'J i, fafls HEY ._'-_'.J'
Dy ro M) 20131388 F
Circulars - regarding. Frmtes «srseldd -‘;3-.9’12.9. ¥

I am directed to| forward herewith the following circulars, as received from Central
Vigilance Commission, Sayaxkta Bhawan, GPO Complex, INA, New Delhi-23 on the subject cited

above, for its compliance ple

SE.

-

S No. | Circular No. (with gndorsement No. and date) Subject of the Circular

01. Circular No.07/07/18 Adherence to time limits in processing
(Endorsement Np.p00/ VGL/18-388880 dated | of disciplinary cases — regarding.
26/07/2018)

02. Circular No.09/07/18 CVO to closely monitor presentation
(Endorsement NQ.018/VGL/044-390291 dated | of case by Presenting Officer before
27/07/2018) the 10.

03. Circular No.08/07/2018 Simultaneous action of prosecution
(Endorsement No.99/VGL/ 087-389176 dated | and initiation  of departmental
31/07/2018) proceedings — guidance thereof.

1

forwarded for
1. The Director, Central | igi
New Delhi-110023.

2. PA to Office of IA’s with| the request to bring the contents of
g Authorities of DOV.
/Section Officers (dealing with DP Seats), Dte of Vigilance,

the knowledge of Inqu
3. .The Assistant Directo

)\ .o ke 3
Gy 0
ErTcI:As ove. CVQ B Q/
1 P g

F.Ol/lS/QOOS/DOV/}l\i M.— )

rformation

Yours faithfully,

5 |q“aj

(K.S. MEENA)
DEPUTY SECRETARY (VIGILANCE)

'&Eg\ Dated: 6 l C}l '3

ce Commission, Satarkta Bhawan, G.P.O. Complex, Block-A, INA,
the above referred circulars into

GNCTD

with the request to asdertain the requisite reports from the Presenting Officers in terms of

Circular No0.09/07/1

and submit each and every report, so received from PO’s, to the

Secretary (Vigilance) in ¢ompiled manner.

4, Guard File/Consultant,
”
Py
p 3%

Dte of Vigilance, GNCT of Delhi.

. Eoh\4 I\ &
(K.S. MEENA)
DEPUTY SECRETARY (VIGILANCE)
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OFF .
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CENTRAL VIGILANCE COMMISSION

o Trie CHIEF SECRE TARY |

\

T Dy NGQ&J\%[SS%%@%

e Fae, Shutal. Hraae,
AT, AMEYAY., 7% fAeei—11002
Satarkta Bhawan, G.P.O. Complex,
Block A, INA, New Delhi-110023

=i / Dated..28.07.2018........

!
i :

Subject: Adherer

e
’ Reference: (i) C
(ii) C
g&\g/ (i) C

_ q}\ :
The Commissi

expeditious completion
of complaints and for d
in Commission's letter

( :> The Commissio
éf% [Disciplinary Authorities
: conduct of disciplinary

Further, such unexpla
Courts quashing the ¢

o)
X
,‘)5\&% - Authorities had issue
commission of allegec

8\\57 disciplinary inquiries.

< .3

e
e
_M)

responsibility of the

Departments/ Organiz
are not only unjust tg
evade punitive action.

obviating delays at diff
disciplinary proceeding

v
74 s

\
L]

D

n
h
d
!

Timely comple

D
Ations. More so, such long delays in finalizing disciplinary matters

18/01/2016 emphasize
er

--------------

0.07/07/18

\ce to time limits in processing of disciplinary cases — reg.

ommission’s Letter No.000/VGL/18 dated 23.05.2000
ommission’s Office Order No.51/08/2004 dated 10.08.2004
ommission’s Circular No.02/01/2016 dated 18.01.2016

h has been emphasizing from time to time on the need for
of disciplinary proceedings. The model time limits for investigation
ifferent processes of disciplinary proceedings have been laid down
df even number dated 23 May 2000.

"would like to invite the attention of the Administrative Authorities
to the undue delays in finalizing vigilance cases especially the
broceedings despite having a built in time line for every activity.
ed delays lead to Central Administrative Tribunals and the High
arge-sheet(s) on the sole ground that the concerned Disciplinary
charge-sheets to the delinquents after very long periods of
misconduct etc. and also for unexplained delays in conducting

I

ibn and finalization of di'sciplinary proceedings is the prime

sciplinary Authority/Administrative Authorities concerned in all

fficials who may be finally exonerated, but helps the guilty to
he Commission had earlier vide its circular no.02/01/2016 dated
on the various steps needed to be taken by all concerned
ent stages of the process right from investigation to finalization of

s|by way of regular monitoring of these cases/matters: .

o

p—
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4.

all concerned that
disciplinary cases g
in each Ministry/D
individual discipling
that the disciplinary
unduly delayed.

5.

proceedings.

To

(i)
(i)
(iii)

(iv)

The Commission while reiterating the above said instructions would impress upon

the
.t vatious stages may be strictly adhered to. All disciplinary authorities
epartment/Organization need to regularly monitor the progress of
ry ¢
| pro

time limits prescribed by the Commission/DoPT for processing

ses and take necessary steps as deemed appropriate to ensure
?eedings are completed within prescribed time-limits and are not

All CVOs are also therefore advised to apprise the concerned officers regarding
the above guidelipes

The Sec}eta

for compliance in monitoring progress/ handling disciplinary

[

(M.A. Khan)
Officer on Special Duty

ries of all Ministries/Departments of Gol.

All Chief Executives of CPSUs/PSBs/Fls/PSICs/Autonomous Bodies/etc.

All  C\Os

of  Ministries/Deptts/CPSUs/PSBs/Fls/PSICs/Autonomous

Organizations.
Website |of CVC
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S
o \\% Circular No. 09/07/18
%13\(& Subject: CVQ to closely monitor presentation of case by Presenting Officer
- before|the IO
gepb"l%) It has been |noticed by the Commission that many of the CVOs are not

monitoring the prese

htation of cases by the Presenting Officers (PQ) before the Inquiry

gf_, Officers (10)., Undesirable practice of POs taking decisions contrary to the position
o o stated in the charge-sheet without the specific consent of the Disciplinary Authority has
m © also been noticed.

In this regar[d
reby the Prese
with the progress of i

" each hearing. Attent
Inquiry Officers and

detail.

3. The Presenti

D
on the responsibilities

ng
logically and forcefully |

ry
D ¢

A8

attention is invited to para 7.24.3 ( xL} of Vigitance Manual 2017

nting Officers are required to keep the Disciplinary Authority posted

INquiry proceedings by sendlng a brief of work done at the end of
Ign is also invited to para 17 of Chapter 15 of the ‘Handbook for
sciplinary Authorities issued by ISTM (DoPT) wherein guidelines
of the PO during the Regular Hearing have been described in

Officer is required to lead the evidence of the prosecution
vefore the Inquiring Authority. The CVOs are required to manitor
proceedings including the quality of performancé of Presenting
PN a regular basis and keep the disciplinary authorities posted

ining some of the cases referred to the Commission for second

Contd/..
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stage advice, it| has been noticed by the"'-go‘m_r[_iiss“fg%" ihat‘some of the Presenting
H Officers (POs) have taken a stand / position cont?ary to the stand / position stated in the
| charge-sheet without the explicit consent of the Disciplinary Authority ‘In some cases,
the POs have nat pr'esen'tedsome of the listed/ relied upon documents. Further, in some

cases, the POs |hayve not even ensured that the listed witnesses are summoned and

produced before|the Inquiring Autharity for examination and substantiating the position
stated in the charge-sheet. There are also instances where the POs have not sought

additional documents to be produced before the 10 even though they were felt essential
for sustaining the charges/imputations.

4, The Commission conveys that the CVOs do not become functus officio once the

PO is appointed|ina departmental proceeding The CVOs need to closely monitor. the

presentation of the |case by the PO before the 10. The Commission would therefore
advise all CVOs fto closefy monitor the presentation of cases made by the Presenting

Officers before the Ihquiring Authority and ensure that the cases are suitably presented

before the 10 on|behalf of the Disciplinary Authority. The performance of the CVOs in

this regard will be| closely watched by the Commission. Further, for any of the

observations in the donduct of the proceedings the CVO is answerabfe'.

B This issueg with the approval of the Commission. '
3 A .(\1:
L
(M. A. Khan)
Officer on Special Duty
T To

1. Al CVOs of Ministries/Departments/CPSEs/PSBs/Fls/PSICs/Autonomous
Organisations

2. NIC for uplgadjng the circular on CVC's website
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_ i Circular No.08/07/2018
\g)\ &
3‘]"' © Subject: Simulitancous action of prosecution and initiation of departmental

progeedings — guidance thereof.

'4\‘-2]) As per judgements of the Hon'ble Supreme Court and guidelines of
gq,va Department of Pefsonnel & Training issued thereon, it has been reaffirmed that there
is no bar in canducting simultaneols criminal and departmental proceedings
Altention is invited to the Department of Personnel & Training O.M No 11012/6/2007-
Estt.(A-Ill) dated 15| August, 2007 and 21% July 2016 in this regard

C
P af o
v 2 The Commigsion while examining the disciplinary cases referred to it for advice
Ras noticed that in| cases where simultaneous action of prosecution and initiation of
departmental protgedings are advised, the departmental proceedings are unduly
\ delayed by Depaitments/Organisations by keeping them in abeyance on the ground
&7 ihat the matter is lUnder trial in the Court. Such an approach in finalizing disciphinary
matters is a matter jof serious concern and is also not a correct approach.

3 The Disciplipary Authority has been vested with the powers to carry out its
statutory duty / objigations by initiation of appropriate departmental actions. This is as

" much to ensure thdt a delinquent public servant does not get undue benefit either by
the long pendency pf court proceedings or by the higher standard of proef requirea as
it is to protect inngdent public servant from vexatious proceedings Itis notopen to the
Disciplinary Authdrities to await the outcome or decision of investigaliﬁg ! prosecuting
agency or the Court trial.

A

4 The Comnission would like to clarify that Disciplinary Authorities are vested
with responsibility [to ensure that employees under their control agaimnst wnom
criminal  trial is| pending are proceeded against forthwith for simultancous
departmental pro¢gedings. Further. a view as 10 whether simultaneous discipuray
proceedings are [tp be initiated need to be invariably taken by the Cempetent
Authorities at the titne of considering the request for grant of sanction for prosecution

\b\\é

JE5




itself However, thiel Disciplinary Authority may withhold depa!rtmental proceedings o
in exceptional cages wherein the charge in the criminal trial is of grave nature which

involves questiong ¢f fact and law. In other words, in complex matters where. in case i
is not possible to delineate the misconduct for the purpose of RDA. If the chaige :n the

criminal case is of

g grave nature which involves complicated questions of law and fact,

it would be desirabjle to stay the departmental proceedings till the conclusion of the
criminal case, Fyrther, even if stayed at one stage. the decision may reqguie
reconsideration, if the criminal case gets unduly delayed. It may be notewocrthy to
mention that the Hon'ble Supreme Court in State of Rajasthan vs. B.K.Meena & Ors

(1986) 6 SCC 41
stated as below:

“It must b

7 |lemphasised the need for initiating departmental proceedings and

e | remembered that interests of administration demand that the

undesirable elemgnts are thrown out and any charge of misdemeanor is enquired into
promptly  The disciplinary proceedings are meant not really to punish the guilty but to
keep the administfative machinery unsullied by getting rid of bad elements The interest
of the delinquent c:flJicer also lies in a prompt conclusion of the disciplinary proceedings
It he is not guilty of the charges, his honour should be vindicated at the earliest possibie

moment and if he
also in the intele
should be contint

criminal proceedings.

i guilty, he should be dealt with promptly according to law. It is not
stl of administration that persons accused of serious misdemeano!
efl in office indefinitely, i.e., for long periods awaiting the result of

1

5, The Cominission would, therefore, advise all concerned Adnunisirative

Authorities that in

cases where it is appropriate to initiate disciplinary proceedings alony

with criminal prosecption, the disciplinary proceedings must be initiated simultaneously

6 All Ministries{Departments/Organisations may apprise the above guidelines to

the concerned offi

cers for compliance in cases of simultaneous proceedings. (

griiﬁ'j\'" b ‘» :
(M7A. Khan)
Officer on Special Duty

To
(i) The Secrataries of all Ministries/Departments of Gol.
(i) All Chief Bxecutives of CPSUs/PSBs/Fls/PSICs/Autonomous Bodies/elc
(i) Al CVPs of Ministries/Departments/CPSUs/PSBs/FIs/PSICs/Autonoimots

Organizations.
vy Websitg of CVC




Government of NCT of Delhi

' Department of Information Technology
) ' 9th Level, B-Wing, Delhi Secretariat

F.No. E—13014/2f2015~Development/35”"”-—36 63" Date: - [ /09/2018

To FITATY e R
(\. s H A |

All Pr. Secretaries/ Secretaries/HoDs B ;E‘:'JI:,%_,)_LJD)P;_ 13\%3 8)F

Government of NCT of Delhj ebhe ‘.»?.l 04 ?&0[3

Subject: General Guidelines for securing Identity information and Sensitive
personal data or information in compliance to Aadhaar Act, 2016 and
Information Technology Act, 2000.

Sir/Madam

,@/D""W;gé‘:) ép\"f‘ﬁ“% WJ

By,

S’ S qu I am directed to inform that it "has been observed that some
Departments are uploading documents containing sensitive personal
information like Aadhaar numbers, Mobile Numbers, etc. on their websites.
IT department has been frequently receiving warnings/communication from

CERT-In regarding Information Disclosure Vulnerability in Domain

“x "delhi.gov.in".

2. All departments /agencies are therefore advised to adhere to the provisions
of Aadhaar Act 2016 and Information Technology Act 2000. The “Information
Technology (Reasonable security practices and procedures and sensitive
personal data or information) Rules, 2011 framed under the IT Act are
enclosed for reference (Annexure 71°). In this regard, ‘General Guidelines for
securing Identity information and Sensitive personal data or information in
compliance to Aadhaar Act, 2016 and Information Technology Act, 2000,
issued by the Ministry of Electronics and Information Technology Government
of India are also enclosed for ready reference (Annexure 0.

A

ﬂ‘fmﬁ‘r. Departments are requested to review the contents already uploaded on

\AL"/ their websites and remove sensitive information (if any) immediately. The

Page 13



contents to be uploaded on the website must be reviewed and approved bv
HODs/ senior officers to ensure compliance of said ACts, Rules and

e bl v d L s aoas b

4. A confirmation letter by the Department stating that the Department’s

website does not contain any sensitive information may kindly be sent to IT

4]

(Ajay Chagti)
Spl. Secretary (IT)

Department latest by September 15, 2018.

Encl: Draft confirmation letter.

Copy to .
1. Director General, CERT-IN, Electronic Niketan, CGO, New Delhi

Page 2|
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Confirmation Letter

~ivellllec wl Lepdlunciie-~

It is to certify that the <website> pertaining to <department> has no sensitive
information as per the Aadhaar Act 2016 and Information Technology Act
2000. The guidelinegissued by the Ministry of Electronics and Information

Technology Government of India has been complied with.

<Signature of Head of Office>

<date>



THE GAZETTE OF INDIA - EXTRAORDINARY | Pary 1-SEc. 3(i)]

Or encryption or decryption keys that one uses to gain admittance or access to .
information; .

() "Personal information” means any information that relates to a natural person,
which, either directly or indirectly, in combination with other information available or
likely to be available with a body corporate, is capable of identifying such person.

(2) All other words and expressioh-s used and not defined in these rules but defined in the
Act shall have the meanings respectively assigned to them in the Act.

3. Sensitive personal data or information.— Sensitive personal data or information of
a person means such personal information which consists of information relating to,—
(i) password:
(i) * financial information such as Bank account or credit card or debit card or
other payment instrument details ;
(iii) physical, physiological and mental health condition:
(iv) sexual orientation:
(v) medical records and history;
(vi) Biometric information:
(vii) any detail relating to the above clauses as provided to body corporate for
providing service: and i
(viii)  any of the information received under above clauses by 'body corporate for
pracessing, stored or processed under lawful contract or otherwise:

provided that, any information that is freely available or accessible in public domain
or furnished under the Right to Information Act, 2005 or any other law for the time being in
force shall not be regarded as sensitive personal data or information for the purposes of
these rules.

4. Body corporate to provide policy for privacy and disclosure of information.— (1)
The body Ccorporate or any person who on behalf of body corporate collects, receives,
possess, stores, deals or handle information of provider of information, shall provide a
privacy policy for handling of or dealing in personal information including sensitive
personal data or information and ensure that the same are available for view by such
providers of information who has provided such information under lawful contract. Such
_Ppolicy shall be published on website of body Corporate or any person on its behalf and
shall provide for— '

() Clear and easily accessible statements of its practices and policies;

(i) type of personal or sensitive personal data or information collected under rule 3;



(31747 1]- @UE 5(i)] STICCT &Rl a9 7 HTEOT moditE T

MINISTRY OF COMMUNICATIONS AND INFORMATION TECHNOLOGY
' (Department of Information Technology)
_ NOTIFICATION
New Delhi, the 11th April, 2011

: G.S.R..313(E).—In exercise of the powers conférred by clause (ob) of sub-
section (2) .of section 87 read with section 43A of the [nformatlon Techno!ogy Act,

- 2000 (21 'of 2000) the Central Government hereby makes the following rules, .
namely.—

1. Short title and commencement — (1) These rules may be calted the
Information Technology (Reasonable security practices and procedures and .
sensitive peronaI data.or information) Rules, 2011.

(2) They shall come into force on the date of their publication in the Ofﬁctal

Gazette.

2. Definitions — (1) In these rules, unless the context otherwise requires,--

(a) "Act' means the Information Technology Act, 2000 (21 of 2000);

(b) “Biometrics" means the technologies that measure and analyse human body
characteristics, such as 'fingerprints’, ‘eye retinas and irises', 'voice patterns’,
"facial patterns', ‘hand measurements' and 'DNA' for " authentication .
purposes; ' '

(c) "Body torporate" means the body corporate as defmed in clause (i) of
explanation to section 43A of the Act;

(d) "Cyber incidents” means any real or suspected adverse event in relation to
cyber security that violates an explicitly or implicitly applicable security policy
resulting - in unauthorised access, denial of service or disruption,
unauthorised use of a computer resource for processing or storage of
information or changes to data, information without authorisation;

(e) "Data" means data as defined in clause (o) of sub-section (1) of section 2 of
the Act; | |

() "Information" means information as defined in clause (v) of sub-section (1) of
section 2 of the Act; '

(g) "Intermediary" means an mtermedrary as defined in clause (w) of sub- sectlon
(1) of section 2 of the Act;



THE GAZETTE OF INDIA : EXTRAORDINARY [ PART 1-Sic. 3(i)]

behalf of such body Corporate.

(7) Body corporate or. any person on its behalf shall, prior to the collection of

(8) Body corporate or any person on its behalf shall keep the information secure
" as provided in rule 8 " * . * . .

date of receipt of grievance.

6. Disclosure of information.— (1) Disclosure of sensitive personal data or information
by body corporate to any third party shall require prior permission from the provider of
such information, who has provided such information under lawful contract or otherwise,

purpose of verification of identity, or for prevention, detection, investigation including
cyber incidents, prosecution, and punishment of offences. The Government agency
shall send a request in writing to the body corporate possessing the sensitive personal
data or information stating clearly the purpose of seeking such information. The
Government agency shall also state that the information so obté}ne_d shall not be
published or shared with any other person. '

(2) Notwithstanding anything contain in sub-rule (1), any sensitive personal
data on Information shall be disclosed to any third party by an order under the law for
the time.being in force.

1330 GlI/11-28
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(iv) . disclosure of informatlon including sensitive personal data or information as

provided in rule 6; ) _
(v) reasonable security practices and procedures as provided under rule 8,

5. Collection of information.— (1} Body corporate or any person on its behalf shall
obtain-consent in writing through letter or Fax of email from the provider of the sensitive
personal data or information regarding’ purpose of usage before collection of such
information.

‘(2)- Body corporate or any person on its behalf shall not collect sensitive
personal data or information unless —
(a) the information is collected for a lawful purpose connected with a function or
activity of the body corporate or any person on its behalf; and "
(b) the collection of the sensitive personal data or information is considered
necessary for that purpose.

(3)While collecting information directly from the person concerned, the body
_corporate or any person on its behalf snail take such steps as are, in the
circumstances, reasonable to ensure that the person concerned is having the
knowledge of — - '
(a) the fact that the mformatlon is belng collected,;
(b) the purpose for which the information is being collected;
' (c) the intended recipients of the information; and
(d) the name and address of —
(i) the agency that is collecting the information; and
(i) the agency that will retain the information.

(4) Body corporate or any p'eréon on its behalf holding sensitive personal data
or information shall not retain that information for longer than is required for the .
purposes for which the information may lawfully be used or is otherwise required under
any other law for the time being in force..

(5) The information collected shall be used for the purpose'for which it has
been collected.

(6) Body corporate or any person on its behalf permit the providers of
mfotmat:on as and when requested by them, to review the information they had
provided and ensure -that any persenal information or sensitive personal data or
information found to be inaccurate or deficient shall be corrected or amended as
feasible:

Provided that a body corporate shall not be responsible for the authenticity of the
personal information or sensitive personal data or information supplied by

’_

1330 GI/11-2A
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(3) The body corporate or any person on its behalf shall not publish the
sensitive personal data or information.

(4) The third party receiving the sensitive personal data or information from
body corporate or any person on its behalf under sub-rule (1) shall not disclose it further.

7. Transfer of information.-A body corporate or any person on its behalf may transfer
sensitive personal data or information including any information, to any other body
corporate or a person in India, or located in any other country, that ensures the same level
of data protection that is adhered to by the body corporate as. provided for under these
Rules. The transfer may be allowed only if it is necessary for the performance of the lawful
contract between the body corporate or any person on its behalf and provider of
information or where such person has consented to data transfer.

- - 2
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8. Reasonable Security Practices and Procedures.— (1) A body corporate or a person
on its behalf shall be considered to have complied with reasonable security practices and
procedures, if they have imp!erhented such security practices and standards and have a
comprehensive documented information security programme and information security
policies that contain managerial, technical, operational and physical security control
measures that are commensurate with the information assets being protected with the
nature of business. In the event of an information security breach, the body corporate or a
person on its behalf shall be required to demonstrate, as and when called upon to do so by
the  agency mandated under the law, that they have implemented security control
measures as per their documented information security programme and information
security policies. '

(2) The international Standard ISIISOIIEC 27001 on "Information Technology - Security
Techniques - Information Security Management System - Requirements" is one such
-standard referred to in sub-rule (1).

(3) Any industry association or an entity formed by such an association, whose members
are self-regulating by following other than 1S/ISO/IEC codes of best practices for data
protection as per sub-rule(1), shall g'et its codes of best practices duly approved and
notified by the Central Government for effective implementation.

(4) The body corporate or a person on its behalf who have implemented either IS/ISO/IEC
27001 standard or the codes of best practices for data protection as approved and notified
under sub-rule (3) shall be deemed to have complied with reasonable security practices
and procedures provided that such standard or the codes of best practices have been
certified or audited on a regular basis by entities through independent auditor, duly
approved by the Central Government. The audit of reasonable security practices and
procedures shall be carried cut by an auditor at least once a year or as and when the body
corporate or a person on its behalf undertake significant upgradation of its process and
computer resource.
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Ministry of Electronics and Information Technology
Government of [ndia

General Guidelines for securing Identity information and Sensitive
personal data or information in compliance to Aadhaar Act, 2016 and
Information Technology Act, 2000

1. Objective

The objective of this document is to assist the various government departments
that collect, receive, possess, store, deal or handle (jointly referred to as
“handle” or “handled” or ‘handling” in this document) personal information
including sensitive personal information or identity information to implement
the reasonable security p actices and procedures and other security and
privacy obligations under tt e IT Act 2000, section 43A (Information Technology

rules, 2011 - Reasonable Security practices and procedures and sensitive

-personal data or information) and Aadhaar Act 2016.

2. Definitions
For the purpose of this document, the definitions as given in the IT Act 2000
and Aadhaar Act 2016 have been used. These are provided here for sake of

.. Personal information means any information that relates to a natural
person, which either directly or indirectly in combination with other
information available or likely to be available with « body corporate, is
capable of identifying such person.,

i Sensitivé personal data or information means such personal
information which consists of information relating to:

« Password;

* financial information such aé Bank account or credit card or debit card or
other payment instrument details;

* physical, physiological and mental health condition;

* sexual orientation;
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* medical records and history;

s biometric information

iil,  Identity information in respect of an individual, includes his Aadhaar
number, his biometric information and his demographic information,
wherein biometric information means photograph, finger print, Iris scan,
or such other biological attributes of an individual, and demographic
information includes information relating to the name, date of birth,

address and other relevant information of an individual.

3. Document structure

This document is structured to provide general guidelines to various
Government departments that are handling Personal information or sensitive
personal data or information as per the IT Act 2000, section 43 A and Aadhaar

Act 2016,
4, Intended audience

The intended audience for this document from the various government
departments that are handling personal information or sensitive personal data

or information or identity information as defined above are provided as follows:

1. Information Technoelogy department or division or function
ii. Technology department or division or function
iit.  Legal department or division or function
iv.  Information security department or division or function
v.  Chief Information Security officer
vi.  Chief Technology officer

vil.  Chief Information Technology officer
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5.0 Basic Actions Departments should undertake should include:

S.1 Organisation Structure, Awareness and Training

1. Identify and deploy an officer responsible for security in vour
organization/ department
ii. An individual in the organization must be made responsible for

protecting Aadhaar linked personal data. That person should be in
charge of the security of system, access control, audit, etc.

1ii. Ensure all officials involved in any IT related projects read Aadhaar Act,
2016 and IT Act 2000 along with its Regulations carefully and ensure
compliance of all the provisions of the said Acts. .

1v. Ensure that everyone including third parties involved in Digital initiatives
is well conversant with provisions of IT Act 2000 and Aadhaar Act, 2016
along with its Regulations as well as processes, policies specifications,
guidelines, circular etc issued by the authorities from time to time.

V. Create internal awareness about consequences of breaches of data as per
[T Act 2000 and Aadhaar Act, 2016.
vi. Ensure that employees and officials understand the implications of the

confidentiality and data privacy breach.
5.2 Technical and Process Controls

i.  Follow the information security guidelines of MeitY and UIDAI as released
from time to time.
i1, [nformed consent — Ensure that the end users should clearly be made
aware of the usage, the data being collected, and its usage. The user’s
positive consent should be taken either on paper or electronically.
11i. Ensure that any personal. sensitive information such as Aadhaar
Number, Bank Account details, Fund transfer details, Gender, Religion,
Caste or health information display is controlled and only displayed to
the data owner or various special roles/users having the need within the

agency/department. Otherwise, by default, all displays should be
masked.

iv. Verify that all data capture point and information dissemination points
(website, report etc) should comply with IT Act and UIDAI's security
requirements. |
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If agency is storing Aadhaar number or Sensitive personal informaltion in
database, data must be cnecrypted and stored. Encryption keys must be
pmrected securely, preferably using Hardware Security Modules (HSMs).
If simple spreadsheets are used, it must be password protected and
securely stored.
Access controls to data must be in place to make sure sensitive personal
information including Aadhaar number and demographic data is
protected.

For Aadhaar number look up in database, either encrypt the input and
then look up the record or use hashing to create Aadhaar number basec
index.

Regular audit must be conducted to ensure the effectiveness of data
protection in place. .

Identify and prevent any potential data breach or publication of
personal data. -

- Ensure swift action on any breach of personal data.
Ensure-that -the systenr-generates adequate  audit logs to detect any

Iy 1< R ) ;
Ensure no sensitive personal data is displayed or disclosed to external
agencies or unauthorized persons.

Authentication choice - When doing authentication, agency should
provide multiple ways to authenticate (fingerprint, iris, OTP) to ensure
that all Aadhaar hold_ers are able to use it effectively. '

Multi-factor for high security - When doing high value transactions,
multi-factor authentica;tidn must be conéid‘e'red._ :

In case department is using Aadhaar Authenticat_ion,_ it should follow

eéxception handlin g_"fﬁ'é‘@h‘éﬁiisfﬁ"on”foi.lowi-ng lines-

a. It is expected that a small percentage of Aadhaar holders will not be
able to do biometric authentication. It is necessary that a well-defined
exception handling mechanism be put in place to ensure inclusion.

b. If fingerprint is not working at all even after using multi-finger

authentication, then alternate such as Iris or OTP must be provided.

If the schemes is family based (like PDS system), anyone in the family

must be able to authenticate to avail the benefit. This ensures that

even if one person is unable to do any fingerprint authentication,

Someone else in the family is able to authenticate. This reduces the

error rate significantly, '

0
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d. If none of the above is working (multi-finger, Iris, anyone in family,
etc.), then agency must allow alternate exception handling schemes
using card or PIN or other means,

All access to information, or authentication usage must follow with

notifications/receipts of transactions.

All agencies implementing Aadhaar authentication must provide
effective grievances handling mechanism via multiple channels (website,
call-center, mobile app, SMS, physical-center, etc.).

Get all the applications that collect personal sensitive information
audited for application controls and compliance to the said Acts &
certified for its data security by appropriate authority such as CERT-IN
empanelled auditors.

Use only STQC/UIDAI certified biometric devices for Aadhaar
authentication.

Check all IT infrastructure and ensure that no information is displayed

and in case it is displayed, please remove them immediately.

Ensure that adequate contractual protection is in place in case third

parties are involved in managing application/ data centers

5.3 Data Retention and Removal

1.

s

Ensure that the department has developed a data retention policy
Ensure that you do not store personal sensitive information for a period
more than what is required

Delete/ remove/ purge the data after a specified period

5.4 Aadhaar Specific precautions

ii.

1ii.

iv.

Do not publish any personal identifiable data including Aadhaar in public
domain/websites etc.

Do not store biometric information of Aadhaar holders collected for
authentication.

Do not store any Aadhaar based data in any unprotected endpoint
devices, such as PCs, laptops or smart phones or tablets or any other
devices.

Do not print/display out personally identifiable Aadhaar data mapped
with any other departmental data such as on ration card/birth
certificate /caste certificate/any other certificate/document. Aadhaar
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number if required to be printed, should be truncated or. masked. Only
last four digits of Aadhaar can be displayed/printed .

Do not capture/store/use Aadhaar data without consent of the resident
as per Aadhaar Act. The purpose of use of Aadhaar information needs to
he disclosed to the resident ) . :

Do not disclose any Aadhaar related information to any
external/unauthorized agency or individual or entity.

Do not locate servers or other IT storage system/ devices having Aadhaar’
data outside of a locked, fully secured and access-controlled room

Do not permit any unauthorized people to access stored Aadhaar data

Do not share Authentication license key with any other entity.

whEwkeh b AR Rk kbR
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wl 2923y MOST IMMEDIATE
Q COVERNMENT OF NC.T.OFDELHI
GENERAL ADMINISTRATION DEPARTMENT
(CARETAKING BRANCH), 2"" LEVEL, A-WING
DELHI SECRETARIAT, I.P. ESTATE, NEW DELH{-02

=y

T .
2 568/ 2018/ CT-Il/GAD/ #} U & < Dated: 10.09.2018

OFFICE ORDER

Wi centnusiion w tnis office Order No 8954 dt.24.08.2018 for stapping the niisuse of
!/ Government hired private vehicles. | am directed to convey that the competent
expressed his displeasure for non-compliance of the guidelings therein, within
=ied ime frame Hon'ble Chief Minister has further appointed Addl. Chief Secretary (GAD) to
“iale and monitor the said exercise in whole of GNCTD (including all Corporations) to ensure

() Al venicles have GPS in place before 307 September'18
(i) Mo payment for diesel ! petrol / rent of any vehicles shall pe mads from 1Y
Ocioker'18 which are without GPS.

it shall be the responsibility of the respective HOD / Secretary / Senior most Officer
‘v Department / Ceorporation / Board / all other Government agencies to ensure strict
sumentation of the directions indicated in Orders dated.24.4.2018 & as above and
td ithe compliance to this office. Further, a certificate as per proforma attached he
G by each officer to their respective HODs/Secretaries and consolidated

: report be forwarded to GAD on or before 1.10.2018.

No further extension of time shall be granted.

D -
99 p}"/ﬂwv/ _ (J.P. Agrawal)

Spl. Secy. (GAD)
/ (_ Ju . o ” [ "
9§ | IB5TI20M8/CT-INGAD: T O LS Dated. jo. ¢ - 2013

v« forwarded for information and necessary action to:-

Frincipal Secretary to Lt Governor, Delhi.

Adaiticnal Secretary to Chief Minister, Govt. of NCT of Delhi.

Secretary to Speaker, Delhi Vidhan Sabha, Delhi.

Secfetary to Dy Chief Minister. Govt, of NCT of Delhi.

Secretaries to all Ministers, Gevt. of NCT of Delhi.

v(r? 3 All Aadl. Chief Secretaries/ Pr.Secretaries / Secretaries/ HOD's, Govt of NCT of
Delhi.

/
s
=
0 N s o by -

Principal Secretary (Finance), GNCTD for information and appropriate action
OSD (o Chief Secretary, Covt. of NCT of Delhi.

AllHGDs / Local Bodies / Public Undenakings/Autonomous Bodies/Universities/
institutons/Commissions, Govt. of NCT of Delhi,

\‘b 10 Secretary. Legislative Assembly Secretariat. Govt. of NCT of Delhi <

W (J.P. Agrawal)
Spl Secy. (GAD)

55
>
€
=+
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CERTIFICATE
(To be individually signed by ali the Officers)

In compliance to  Ollice Order No.F.2:23% 2018/ CT-11L GAlL) 8934

Jated 24.08.2018  issued by GAD. L - S

Loworking in

PDosidnabeny . . g

Diepartment. dee hereby  confirm that only  one vehicle No.

cmahey provided by __ Deparment is being ased by me tor

uflickal purpose.

No cther vehicle of the any department is being used by the undersigned. | am also

et claiming Transport Allowance,

Duated:
(Signature)

Name

Designation

Department




OFFICE OF MINISTER OF HEALTH,
POWER, PWD, HOME, UD, I&FC & INDUSTRIES
GOVT. OF DELHI: DELHI SECRETARIAT
ROOM NO.704: 7™ LEVEL : ‘A’ WING
I.P. ESTATE: NEW DELHI

KhkKEkEkAAAAAEEAL®

Sub:- Foreign visit of a delegation led by Hon’ble CM to
Seoul (South Korea) from September 11-15, 2018.

Shri Satyendar Kumar Jain, Hon'ble Minister of Health, Home,
Power, PWD, UD, I&FC & Industries, Govt. of NCT of Delhi and the

e undersigned will be visiting Seoul (South Korea) as members of a
2: delegation led by Hon'ble CM, Delhi from September 11-15, 2018 for
™. signing of Twinning Agreement between GNCT of Delhi and Seoul
e ‘K".; Metropolitan Government (SMG) as per following schedule:-
0 o '
ro;: Departure
g
‘5}? 11.09.2018 Dep. New Delhi 1940 hrs. by Flight No.KE 482
S Arr.  Incheon Seoul 0640 hrs. (Korean Airlines)
2 Arrival
15.09.2018 Dep. Seoul 1335 hrs. by Flight No.KE481
Arr.  New Delhi 1805 hrs. (Korean Airlines)
rd B -_-_‘_____‘_,J
- by R \\\(Q WX
T ' - (G. SUDHAKAR)
\5“ 0 -‘_,(ML’“‘)-. N, Secretary to Minister of
S D7 ;‘-,z‘;;,."j Q- “_ Health, Power, PWD, Home, UD, I&FC & Industries
9 STV Ph.N0.23392116/23392117
0> H |
U.O. No. minhealth/2018/ ‘#‘:4'#'—‘}——_"-?-:}57 2. Dated: I ,0"-‘; '&blﬂ
Copy for information to:-
C\ ( 1. Pr. Secretary to L.G.
-~ 2. Spl. Secretary to C.M.
P Y 4 3. Secretary to Dy. CM/Labour/Transport/Food & Supply/Social Welfare
Kk - 4. S.0. to Chief Secretary, ~
™ 5. ACS(Home)/ACS (PWD)/Pr. Secretary (UD)/Pr. Secretary-cum-

Commissioner (Industries)/ Secretary (I&FC)/Secretary (Power)/
Secretary (H&FW)



OFFICE OF THE SECRETARY-CUM-LABOUR COMMISSIONER
GOVT. OF NCT OF DELHI
5, SHAM NATH MARG. DELHI-110054

No.JL¢f L'/?“/@f// (b 378 Dated: 7 ja)2e/8
ADVISORY G Taey
oy Mo Plesis) 2z 200
Ryavey ... 12 JOC\Q Ok,?

Contract Labour Advisory Board constituted under the provisions
of Contract Labour (R &A) Act, 1970 was notified vide notification
No0.2275 dated 14.11.2017, this is a tripartite statutory board and 1is
headed by Hon’ble MoL, GNCTD as its chairman. The said board has
been discussing various issues regarding deployment of contract labour
through various outsourced agencies in various departments of Govt. of

¢ NCT of Delhi and other related issues/problems associated with
] contract labour.

A meeting with central trade union representatives was convened
on 21.08.2018 under the chairmanship of Hon’ble MoL, GNCTD
, wherein among other 1ssues it was resolved that based on the
w\’s\b recommendation of Contract Iabour Advisory Board, no contractor
& outsourced agency who has deployed workers in any department of
Q/ Govt. of Delhi shall terminate the services of workers till decision for
\Cb keeping such workers on the roll of Govt. department 1s taken.

Accordingly, Heads of various departments are requested to bring
this advisory to the notice and knowledge of respective outsourced
agencies /contractors and also ensure compliance of the same.

I

(Dr. Rajender Dhar) .~
,39

_ \ﬂ:]\\ Addl.La.bour Commissioner

1. All Principal Qecretaries/Secretaries/HODs of Delhi Govt.
Departments.

/(i.\\ Secretary to Hon’ble MoL for information.
\)\ -
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